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Introduction

New threats from critical, pervasive vulnerabilities, like SolarWinds Orion and Apache Log4j, and 
greater regulatory scrutiny of third-party risk management practices are reshaping the scope 
and capabilities of Third-Party Risk Management (TPRM) Programs throughout industry and 
government. 

To understand how to effectively address to these threats and regulatory pressures in managing 
third-party risks, the Cybersecurity Collaborative sponsored a task force (Third- and Fourth-Party 
Incident Response). The task force concluded that the scope of TPRM has expanded significantly, to 
include third-party management of critical vulnerabilities and the oversight of fourth-party security 
controls. 

This document summarizes three strategies the task force recommends for reshaping TPRM programs to address new 
threats and regulatory pressures – rescope, redefine, and retool. The document titled Third-Party Risk Management 
Program 2022 – Implementation Guide for Addressing New Threats and Regulations provides guidance on 
implementation requirements, processes in the TPRM lifecycle phases, and the use of TPRM systems. This guidance 
document is available exclusively to the members of the Cybersecurity Collaborative. 

To learn more about Cybersecurity Collaborative services and content, please contact member services at 
membership@cyberleadersunite.com



Expand the scope of your Third-Party Risk Management (TPRM) program to 
include fourth party risks, critical vulnerability management, and continuous 
monitoring.

3

Rescope

WHY THIS IS NECESSARY:

• Liability. You are liable for third- and fourth-party 
breaches of your data. Your third parties may not be 
rigorously evaluating and monitoring the security 
controls of fourth parties that process your data.

• Regulations. Regulators are scrutinizing TPRM 
monitoring activities. Companies audited to the 
NYDFS Cybersecurity Regulation note that auditors 
are examining third party follow-up activities 
regarding evaluation frequencies and security 
mitigation efforts. 

• Current Threats. Threats from ransomware and 
the exploitation of critical security vulnerabilities 
are now disrupting the supply chain. Pervasive, 
critical software vulnerabilities like SolarWinds and 
Log4j, present large-scale exploitation opportunities 
for disruptions of operations and breaches of 
sensitive information.

CSC MEMBER GUIDANCE:

• Focus increased data collection requirements on 
suppliers that present higher risk or on whom you 
are dependent for their services.

• Collect information about fourth parties at the 
time of onboarding rather than during contract 
negotiations. Do not accept the names and risks of 
fourth parties used in supplier contracts.

WHAT THIS MEANS:

• Incident Response Redefined. Incident response 
must now consider addressing critical vulnerabilities 
before threat actors exploit them. Fourth parties 
must now engage in response processes.

• Supplier Classification. Criteria for classifying 
supplier risk must now consider the impact to the 
business if supplier services become unavailable 
from a security breach.

• Data Collected About the Supplier (Inventory). 
The following information must now be collected: 
(1) the names of fourth parties the supplier 
uses that process your data or impact supplier 
availability; and (2) software and hardware 
components that may be vulnerable to attacks, like 
SolarWinds, and Log4j.

• Supplier Assessments. Assessments of supplier 
security posture must now consider their oversight 
of fourth party security as well as disaster recovery 
and business continuity processes.

• Monitoring. Third- and fourth-party security 
should be watched continuously so that new risks 
are readily found and addressed.

• Contracts. Contracts should not only 
address supplier liabilities, but also list supplier 
responsibilities, including notification of security 
issues, and responding promptly to communications. 



Redefine the relationships with your suppliers to include fourth party security 
management requirements, communications vis-à-vis incident notification 
and critical, pervasive vulnerabilities mitigation, and participation in incident 
response plans and tests. 
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Redefine

WHY THIS IS NECESSARY:

• Suppliers are extensions of your business 
processes. You depend on your suppliers in 
varying ways to support your products and services. 
Therefore, interruptions to supplier services disrupt 
your ability to support your customers.

• You are as secure as your suppliers. Because 
you are liable for breaches of personal information 
that suppliers process, supplier security weaknesses 
are also weaknesses in your program.

• Effective security is timely security. The more 
time it takes to mitigate critical vulnerabilities, the 
more time is available for vulnerability exploitation. 
Speed in incident response and containment 
reduces adverse impacts.

CSC MEMBER GUIDANCE:

• Keeping supplier contact information up-to-
date and requiring supplier contacts to reply to 
vulnerability and incident requests are critical to 
effective incident management.

•  Maintain a scorecard on each supplier to 
track changes to security risks, security control 
improvements, and responsiveness (e.g., incident 
response SLAs).

• Incentivize suppliers to improve their security 
posture (e.g., contract extensions, new business 
opportunities).

WHAT THIS MEANS:

In the Supplier Onboarding lifecycle phase, 
contractually require suppliers to the following:

1. Fourth Party Responsibilities. Suppliers are 
responsible for: (1) evaluating and monitoring the 
security of their third parties (fourth parties); (2) 
fourth party security breaches of your information; 
(3) notifying you in advance of engaging a fourth 
party that will affect your liability; (4) providing a list 
of fourth parties that process your information or 
are critical to third-party operations.

2. Incident and Vulnerability Management 
Responsibilities. Suppliers must: (1) notify you 
of breaches, including those in fourth parties; (2) 
engage in incident response activities in a timely 
manner, including remediation of critical, industry-
wide vulnerabilities like log4j; and (3) take part in 
incident testing exercises, as appropriate.

3. Communications. Suppliers must reply to all your 
communications (e.g., emails, calls) promptly.

4. Information Updates. Suppliers must keep their 
contact and other information up-to-date and let 
you know of impactful business changes. 

5. Continuous, Improving Security Compliance. 
Suppliers must maintain and improve their security 
programs, complete identified remediation efforts, 
and notify you of adverse security changes.



Acquire a TPRM system (or leverage the third-party risk management capabilities 
of a GRC or risk management tool) to administer processes within TPRM Program 
lifecycle phases.
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Retool

WHY THIS IS NECESSARY:

For managing a large volume of suppliers, manual 
processes using Office products (e.g., Excel) cannot 
efficiently support required scope changes which 
result in:

• New risk management processes. New 
processes include: (1) identifying fourth parties 
and monitoring their security compliance; and (2) 
managing third- and fourth-party mitigation of 
critical, pervasive vulnerabilities, like Log4j.

• More interactions with suppliers. Continuous 
monitoring of supplier compliance and addressing 
critical, pervasive vulnerabilities will require more 
communications with suppliers.

CSC MEMBER GUIDANCE:

• TPRM systems are expensive, and, depending 
upon pricing methods, costs may significantly 
increase when incorporating fourth-party 
information.

• In choosing a system, consider the following 
capabilities: (1) creating customized questionnaires 
for suppliers (e.g., for addressing mitigation of 
critical vulnerabilities; (2) adding customized 
fields; and (3) integrating (or incorporating related 
functions) assessment and threat intelligence tools 
like BitSight and RiskRecon.

WHAT THIS MEANS:

• Investment in a new TPRM system or enhanced 
functionality from a system currently in use. 
Enhanced functionality includes: (1) listing and 
tracking compliance of supplier fourth parties; 
(2) inventorying critical software and hardware 
components for vulnerability management; 
(3) creating customized questionnaires for 
suppliers (e.g., addressing critical, pervasive 
vulnerabilities); and (4) supplier log-in capability for 
communications.

• Leveraging threat intelligence and discovery 
capabilities within your TPRM system or from 
additional tools. Threat intelligence platforms or 
feeds can identify vulnerabilities threat actors can 
exploit. Tools, like BitSight, and TPRM systems, like 
Panorays can discover fourth parties that suppliers 
use.

• TRPM systems and tools members use or are 
under consideration:* 

 o OneTrust

 o Panorays

 o Black Kite

 o Interos

 o  Recorded Future

 o RiskRecon

*The Cybersecurity Collaborative is a vendor-independent 
organization and does not endorse any vendor product.


