2022 CISO Priorities

Cybersecurity executives in CRA's CISO communities identified
the following areas as critical to their 2022 security strategy
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Through our research with
650+ CISO Leadership
Board members, we have
compiled a list—not ranked,
but representative - of the
top 20 security issues CISOs

are focused on today:

Application Security (SDLC, DevSecOps)

Asset and Vulnerability Management

Cloud Security: CASB/SASE; on-prem to cloud best practices; containers & API
Data Lifecycle Management (Security, Regionalization)

End Point Protection

Future State of Cybersecurity

Identity & Access Management

Incident Response Planning

IT/OT and loT Security

Malware/Ransomware Readiness

Personal Leadership Skill Development

Privacy Regulations & Impact on Data Security

Security Awareness & Education

Security Metrics & Communication Strategies

Security Program Automation

Stakeholder Engagement/Relationship Building with Business Leadership
Third-Party Risk Assessments & Monitoring

Threat Landscape/Current Security Events

Workforce Recruitment & Development

Zero Trust



