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DATA PROTECTION LAWS

New state privacy laws enforceable in 2023

In 2023, at least five new “rights-based” data privacy laws will become
enforceable in the United States at the state level, including the California
Privacy Rights Act (CPRA). These laws differ from traditional data protection
laws in that they confer a set of rights to individuals, such as the right to a
copy of personal data held by businesses and the right to have it corrected
or deleted. The first of these laws, the California Consumer Privacy Act
(CCPA), was passed into law in June of 2018, shortly after its model, the EU
General Data Protection Regulation (GDPR), went into force.

feature special rules when employing third-party data processors, mandates
for cybersecurity controls, and the explicit or implicit necessity to conduct
risk assessments.

The development of rights-based privacy laws continues at the state level
while Congress debates the elements of a potential federal privacy law.
Given that roughly 50 such bills have already been considered at the state
level during the 2022 legislative session, Congress may find its options
limited if it's not able to act decisively before the end of the year.

These new laws reflect the changing landscape of data protection. Three of
them, for example, require businesses to address the matter of compliance
with so-called Global Privacy Control signals, browser-based signals that
proactively indicate that a consumer does not wish to be tracked online. All
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Talk to a Spirion data security and compliance expert today: expert@spirion.com

Spirion has relentlessly solved real data protection problems since 2006 with accurate, contextual discovery of structured and unstructured
data; purposeful classification; automated real-time risk remediation; and powerful analytics and dashboards to give organizations greater
visibility into their most at-risk data and assets. Visit us at spirion.com
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